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Introduction & Motivation

Quantum computing threatens traditional cryp-
tography, driving the need for Post-Quantum
Cryptography (PQC). NIST has standardized
Module-Lattice-Based Cryptography (MLBC)
schemes (ML-KEM, ML-DSA) that rely heavily on
polynomial multiplication via Number Theoretic
Transform (NTT). NTT consumes the most of
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acceleration of NTT is crucial.
Challenge: Hardware acceleration must address two extremes:

<> Ultra-Fast: Maximum speed for servers/cloud.
<> Ultra-Lightweight: Minimal area/power for loT/smart cards.

Solution: Three NTT accelerators spanning the performance spectrum:
ParalleINTT, LightNTT, and KNightCore.

High-Performance: ParalleINTT

Revolutionary O(log, n) Latency for both ML-KEM and ML-DSA.

Key Innovation: Fully parallelized architecture eliminates RAM bot-
tlenecks by feeding all coefficients simultaneously to NTT stages.

Architecture:

<> Constant-geometry structure for simplified routing

$> K*-RED modular reduction with precomputed factors
<> Zero-RAM: all coefficients in flip-flops

Results:

<> Latency: 0.015us (ML-KEM), 0.017us (ML-DSA) at 400 MHz

<> Speedup: 24x faster than SOTA (ML-DSA), 21x faster than SOTA
(ML-KEM)

ParalleINTT Hardware Design
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Figure 2. ParalleINTT Hardware
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Lightweight Solutions

Ultra-Compact Implementations
LightNTT (ML-DSA):
<> Constant-geometry pipelined design, single butterfly unit

<> Hardware-efficient OptimizedBarrett reduction for 23-bit modulus

<> Area: 590 LUTs, 158 FFs, 2.5 BRAMs, 2 DSPs, 1.3x smaller than SOTA
<> Performance: 3.49us at 300 MHz

KNightCore (ML-KEM):
<> Unified datapath: NTT, iNTT, PWM in single pipeline
<> Novel PWM: reuses NTT twiddle factors, reduced ROM usage

<> Area: 650 LUTs, 130 FFs, 1.5 BRAMs, 0 DSPs, 3.3x smaller than SOTA
<> Performance: 3.37us (NTT/iNTT) + 2.35us (PWM) at 274 MHz

LightNTT Hardware Design

Contributions & Impact
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Figure 3. LightNTT Hardware

Key Results

Performance Summary:

Parallelization Speed Up Light Implementation Area Reduction
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Figure 4. Comparison of the proposed NTT accelerators with the SOTA [1], [2], and [3].
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Unified PQC Hardware Solution

Revolutionary Breakthrough:

<> ParalleINTT: First O(log, n) latency NTT, up to 24x speedup
<> Industry Impact: Enables real-time PQC encryption and digital sig-
nature in high-throughput servers

Ultra-Lightweight Solutions:

<> LightNTT: Best ATP (5.82) for ML-DSA lightweight implementa-
tions, small and fast enough, 29% improvement in ATP

<> KNightCore: First DSP-free design for ML-KEM with unified core
for NTT/INTT/PWM, with the smallest area usage

<> Deployment: Enables PQC on loT, smart cards, embedded systems

Research Impact:

<> Demonstrated constant-geometry scalability across performance
spectrum, for both schemes, with different NTT properties

<> Advanced modular arithmetic optimization techniques

<> Illustrated the performance of the proposed Barrett reduction in NTT
among all the other reduction techniques

<> Novel resource unification approaches for multiple operations

Future Work and Next Steps

<> Multi-Core Design: Parallel lightweight cores for high-throughput
applications

<> Security: Measured and mitigated side-channel attack countermea-
sures for constant-geometry architectures

<> Unified Core: A unified NTT core supporting both ML-KEM and
ML-DSA in a single core

<> Integration: A complete ultra-fast or ultra-lightweight implemen-
tation of PQC system-on-chip
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