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The plan, to the minute



2

What you get, and who this is for

What you walk out with

▸ What ML-KEM and ML-DSA 

actually compute, and why.

▸ The numbers: cycles, bytes, 

kilobytes of RAM, 

millijoules, gates.

▸ A checklist for your next 
design review.

What I am assuming

▸ You know what a hash and a 

block cipher do.

▸ You can read a block diagram 

and a RAM budget.

▸ You need no lattice theory 

and no quantum mechanics.

▸ Every term is de,ned before 
it is used.

What this is not

▸ Not a cloud talk. The 

constraint here is kilobytes, 

milliwatts and a ten-year 

,eld life.

▸ No proofs.

▸ No claim that this is easy, or 

that you can skip it.

Stop me the moment a slide loses you. A room of confused engineers is a wasted three hours.
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Why this matters now

The threat, the standards, and why a ten-year product is the hard case
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Everything public-key rests on two problems

Factoring

Multiplying two 1024-bit primes is instant. Recovering them from the 

product is not. That is RSA, the best way to recover m from me mod n.

Discrete logarithms

Computing ga mod q is instant. Recovering a is not. That is Di�e-

Hellman, ECDH, ECDSA and EdDSA.

The uncomfortable part

Almost the whole public-key layer of the internet, and of your product, rests 

on two problems. They are close cousins: both are hidden-period problems 

in a ,nite group.

1994

Peter Shor showed that a quantum computer solves both in 

polynomial time O(n³).
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The machine, and the gap that decides everything

Most of the picture is a refrigerator

The processor is the small piece at the bottom, at about ten millikelvin. A 

qubit is a two-state system you can put in a combination of both states at 

once; that is as much physics as this session needs.

Today's machines

Roughly a thousand physical qubits, with error rates far too high to run 

Shor's algorithm on a real key.

The gap is the whole question

Between a thousand noisy qubits and a million with error correction. 

Nobody credible will give you a date.

Which is why the date is not the point

The lifetime of the thing you are designing is.
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What breaks, and what only bends

Grover's square-root speed-up is �xed by using a longer symmetric key. Shor's exponential speed-up is not �xed by any key length: RSA-4096 is 

only about eight times harder than RSA-2048 for a quantum attacker.
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Eight years of public cryptanalysis
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Five families, and the four standards that came out of them

Eighty-two submissions, eight years of public cryptanalysis, everything in the open
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Five families, and the four standards that came out of them

Final standards, not drafts. Lattices won the general case because they are small enough and fast enough at the same time



9

Four jobs, four deadlines
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Harvest now, decrypt later
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Three numbers that set your deadline

2030
CNSA 2.0: new (rmware 

signing must already be post-

quantum

2033
CNSA 2.0: every listed system 

post-quantum by default

10 to 20
Years that a typical embedded 

product stays in the (eld after it 

ships

Subtract the third number from the �rst two. That is how much design time you actually have.
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A server is replaced. Your product is not.
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What a resource-constrained part actually has
Peak stack for one operation, from published Cortex-M �gures. Part 5 has the detail

Class Typical part RAM ML-KEM-768 ML-DSA-65 verify ML-DSA-65 sign

Deeply embedded Cortex-M0+, M23, small RV32 8 to 32 kB
~3 kB, usually 

�ts
~8 to 16 kB (needs 

16 kB+ RAM)
~10 kB at best, 

often impossible

Secure element
smartcard core with an 

accelerator
16 to 64 kB �ts �ts

�ts, but die area 
decides

Mainstream MCU Cortex-M4, M33, RV32IMC 64 to 512 kB comfortable comfortable comfortable

Application MPU Cortex-A, RV64 256 MB and up free free free

The one line to take away: ML-KEM �ts almost everywhere. ML-DSA signing is the operation that will not �t - 

and for (rmware you do not need it on the device, only veri(cation.
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The di#erence between this session and a cloud talk

A server

▸ Replaced every three to ,ve years

▸ Gigabytes of RAM, gigahertz of clock

▸ Library update, restart, done

▸ Mains power and a fat link

▸ Physically inside a locked building

The things at this conference

▸ In the ,eld for ten to twenty years

▸ Kilobytes of RAM, tens of megahertz

▸ Root of trust burned into ROM or fuses

▸ A coin cell and a 64-byte frame

▸ In the attacker's hand, on a bench, with a probe

For a server this is a software project. For a constrained product it is a silicon project, and silicon has a longer lead 

time than any standard.
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CNSA 2.0: the only schedule with real dates

The full reasoning is in the CNSA 2.0 FAQ , published May 2025. Other governments have published roadmaps with the same shape and later 

dates.
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Part 1 in ,ve lines

Only the public-key layer breaks

AES-256, SHA-2 and SHA-3 are (ne.

Key exchange is the urgent one

Recorded tra�c can be opened later. Signatures can wait a little, unless the verifying key lives in ROM, and it usually 

does.

The standards are �nal, studied, and shipping

Real libraries have them today.

ML-KEM �ts your part. ML-DSA signing may not

That single asymmetry drives most of the design decisions in parts 5 and 6.

You cannot predict Q-day

You can shrink how long your migration takes. Do that instead.
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The mathematics, minus the mystique

From a grid of points to the arithmetic your silicon has to do
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A lattice is a grid you build from vectors
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The same lattice, two bases

Finding the nearest lattice point to an arbitrary point is the Closest Vector Problem. It is easy with a good basis, believed hard with a bad one in 

�ve hundred dimensions, and no quantum algorithm is known that helps.
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Why plain CVP fails in silicon

General lattices require megabytes of keys and quadratic runtime. Polynomials compress the matrix to 384 bytes.
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Small means close to zero, in either direction

Every number lives on a clock face

Arithmetic modulo q, which everyone here already knows from a counter that 

wraps.

Same bits, di%erent reading

Write a mod-plus-minus q for the representative between minus q/2 and q/2. 

Both standards use this whenever they say a value is small.

The size of a polynomial

The in,nity norm is the largest centred coe?cient. With q = 13, the norm of 10x² 

+ 4x + 1 is 4, because 10 reads as minus 3.

In hardware

Testing a > q/2 is one comparison. Nothing needs to be re-encoded.
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A polynomial is an array of 256 numbers
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Two rules that keep everything a ,xed size

Reduce coe8cients mod q, reduce exponents mod x²⁵⁶ + 1. Fixed size forever, which is what hardware needs.
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Two rules that keep everything a ,xed size

The wrap costs a sign ?ip. Walk one coe8cient around it: this is the one piece of the ring that surprises people.
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One polynomial multiply, two ways to pay

Schoolbook convolution needs 65,536 modular multiplies and adds. The NTT changes coordinates, multiplies pointwise in 256 ops, and 

transforms back: ~3,000 operations total.
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The NTT is a change of coordinates

Transform, multiply pointwise, transform back: exactly the same trick as an FFT, in a �nite �eld. Exact integer arithmetic with no rounding and 

no ?oats.
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The butter3y: the only arithmetic block you need

Cooley-Tukey for forward transform, Gentleman-Sande for inverse. One multiply, one add, one subtract. That is the entire datapath.
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A complete 8-point transform

Three stages, twelve butter?ies, and twiddle powers: (a) Cooley-Tukey forward transform (natural to bit-reversed); (b) Gentleman-Sande inverse 

transform (bit-reversed to natural) with 1/2 scaling after each addition/subtraction.
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Why ML-KEM's NTT stops one stage early

ML-DSA runs all 8 stages down to degree-0 scalars. ML-KEM stops at 7 stages, producing 128 degree-1 polynomials, because q=3329 has no 

512th root.



29

Pointwise multiply: where the two schemes really di#er

ML-DSA multiplies 256 numbers pointwise. ML-KEM multiplies 128 degree-1 polynomials modulo (x² - ζ).
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Neither modulus was picked for looks
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Add noise, and the puzzle stops being solvable

Without noise this is Gaussian elimination, a �rst-year exercise. With small noise added, recovering s is Learning With Errors, and its average 

case is provably at least as hard as the worst case of a lattice problem.
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Why module earns its place in the name

Stack polynomials into a matrix and you have a module. Structure buys you a key that �ts in a packet: that is the trade the whole �eld made, and 

the reason any of this �ts a constrained part.
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Steps three and four, in the standards' notation

Stack polynomials into a matrix and you get MLWE: vectors of polynomials instead of scalars.
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The three assumptions

MLWE hides the key. MSIS and SelfTargetMSIS stop forgery.
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Three random shapes, three di#erent jobs

Uniform for the public matrix, centred binomial for secrets, sparse plus and minus one for the challenge.
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The numbers to tape to your monitor
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Part 2 in ,ve lines

A lattice is a grid of whole-number combinations

Walking to a point is easy. Finding the nearest point is not.

A polynomial is an array of 256 numbers modulo q

The ring guarantees it never grows, which is what makes a (xed datapath possible.

The NTT changes coordinates so polynomial multiply is pointwise

From 65,536 multiplications to 256, via eight stages of butter5ies.

Both moduli were picked speci�cally so the NTT exists and reduction is free

ML-KEM stops at 7 stages (incomplete NTT); ML-DSA runs all 8 stages.

Add small error e to A⋅s and the system becomes underdetermined

That is the hard problem (MLWE), and it is the key generation of both schemes.
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Build a lattice cipher in twelve lines

Switch to the notebook.  Section 2, cells 3 to 12.

What runs

The same lattice with a good basis and a bad basis, then a toy LWE encryption over the integers mod 97. Encrypt 

a bit, decrypt it, and brute-force the secret at a small dimension.

What to watch for

Turn the noise up until decryption starts failing. That boundary is exactly the design constraint behind every ML-

KEM parameter set. Then turn the dimension down and watch a brute-force attack succeed.
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ML-KEM, FIPS 203

Key exchange after the transition, drawn out one step at a time
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The whole interface, and where it sits

KeyGen, Encaps, Decaps. There is nothing else to choose, and that is deliberate: no message means no padding to get wrong.
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The whole interface, and where it sits

The same three calls, mapped onto a session you already know: Encaps needs a public key, Decaps needs a secret key.
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Compress and decompress, in modular arithmetic
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K-PKE: Key generation

Sample seed ρ, expand public matrix A via SHAKE128, sample small secret s and error e from CBD, compute t = A⋅s + e.
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K-PKE: Encryption

Sample ephemeral vector y and errors e
1
, e

2
. Compute u = A ⋅y + eᵀ

1
 and v = t ⋅y + eᵀ

2
 + Decompress(m), then compress both to form 

ciphertext (c
1
, c

2
).
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K-PKE: Decryption

Decompress ciphertext components (c
1
, c

2
), compute w = v - sT⋅u, and apply Compress

1
(w) to recover the original message bits.
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Hiding one bit, in three moves

1. Stretch the bit to q/2, as far 

as two points can be

2. Add small noise, so it drifts but 

stays near

3. Add a full-range secret value, so it could be anywhere



45

Decryption failures: the actual numbers
Well inside q/4 is a probabilistic statement, not a guarantee

Parameter set Failure probability Roughly

ML-KEM-512 2-138.8 10-41.8

ML-KEM-768 2-164.8 10-49.6

ML-KEM-1024 2-174.8 10-52.6

Your protocol must survive a key mismatch, and the failure must never be observable. One bit of that ciphertext 

failed, queried enough times, recovers the private key.
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Where the matrix comes from, and why it matters to you

A is big

k×k polynomials of 256 twelve-bit coe?cients. For ML-KEM-768 that 

is 4.5 kB; for ML-DSA-65 it is 30 kB.

Nobody sends it

Both sides regenerate it from a 32-byte seed ρ, using SHAKE128.

Which is why a PQC accelerator needs a Keccak block

Not just an NTT block. Remember this slide in part 5.

And why it is also your RAM budget

You can expand A once into memory, or generate it one polynomial at 

a time and consume it as it comes out of SHAKE. On a constrained 

part, always the second.
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From CPA to CCA: the Fujisaki-Okamoto transform
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ML-KEM: decapsulation, in full
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Read that diagram again, and count the hashes
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Sizes, next to what you have today

Scheme Public key Private key Ciphertext Shared secret

ML-KEM-512 800 B 1632 B 768 B 32 B

ML-KEM-768 1184 B 2400 B 1088 B 32 B

ML-KEM-1024 1568 B 3168 B 1568 B 32 B

RSA-2048 key transport 256 B 256 B 256 B 32 B

Di.e-Hellman 2048 256 B 256 B 256 B 32 B

ECDH / X25519 32 B 32 B 32 B 32 B

The last column never changes. Everything after the handshake, your AES, your HMAC, your KDF, stays exactly 

as it is.
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The number that will actually break your product
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ML-KEM: the three parameter sets

Scheme n q k eta1 eta2 du dv Category

ML-KEM-512 256 3329 2 3 2 10 4 1 (AES-128)

ML-KEM-768 256 3329 3 2 2 10 4 3 (AES-192)

ML-KEM-1024 256 3329 4 2 2 11 5 5 (AES-256)

Only k, η
1
 and the compression widths change. One datapath covers every security level, and the parameter set 

is a register value.
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Part 3 in ,ve lines

A KEM has no message and no padding

KeyGen, Encaps, Decaps, and nothing to choose.

The mechanism is one bit stretched to q/2

Buried under a large secret-dependent value, and recovered by rounding.

Decapsulation re-encrypts and compares

On mismatch it returns a di@erent key, never an error.

The shared secret is still 32 bytes

The keys and ciphertexts are not, and on a constrained link that is the part that hurts.

The matrix A comes out of SHAKE128 every single time

Budget for Keccak, and generate A on the 5y.
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Real ML-KEM, in Python you can read

Switch to the notebook.  Section 4, cells 23 to 29.

What runs

A complete FIPS 203 implementation, a few hundred lines, with a self-check suite that would catch almost any 

real bug. Run KeyGen, Encaps and Decaps, and con/rm both sides derive the same 32 bytes.

What to watch for

Flip a single bit of the ciphertext and watch decapsulation return a perfectly valid-looking key that simply does 

not match. That is implicit rejection doing its job. Then count the SHAKE calls.
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Break

30 minutes. We start again at 12:00 with ML-DSA, signatures, and the rejection 

loop.

Sections 1 to 4 of the notebook are done. If you have not run it yet, the whole thing takes ten seconds: pip 

install notebook numpy matplotlib, then open PQC_Workshop.ipynb.
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ML-DSA, FIPS 204

Signatures, the rejection loop, and why they are so much bigger
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The same three moves as Schnorr, with polynomials

Commit, challenge, respond: the shape is thirty years old and unchanged. Key generation is the same MLWE equation as ML-KEM, with 

the two secrets named s
1
 and s

2
. The one new thing is a diamond in the middle.
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Simpli,ed key generation

Exactly the same MLWE instance as ML-KEM, with the two secrets named s
1
 and s

2
 instead of s and e.
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Simpli,ed signing

Commit with a fresh mask, hash to get a challenge, respond with z = y + c⋅s
1
, and throw it away if it is too big.
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Simpli,ed veri,cation

Recompute the commitment from public data alone, hash it, and check you get the same challenge. The veri�er is oC by exactly c⋅s
2
, and 

if that is small enough the high bits do not change.
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Fiat-Shamir with aborts



59

The leak the rejection loop prevents

z = y + c⋅s
1
, and y is uniform over its range

If the norm of z comes out at its maximum, then c⋅s
1
 must have been exactly at the bound. That is a fact about the 

private key, published.

Values just under the maximum leak a little less

They still leak.

The �x

Only release z when its norm is below γ
1
 - β. Inside that bound every possible z is equally likely whatever the private 

key is, so the signature carries no information about s
1
 at all.

Same failure mode as a reused ECDSA nonce

And the same lesson: the randomness in a signature is not decoration.
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Splitting numbers in two, and why the key needs hints

Dropping 13 lower bits shrinks the public key from 4448 to 1952 bytes; 1-bit hints resolve boundary crossings.
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Splitting numbers in two, and why the key needs hints

t is k polynomials of 23-bit coe:cients

For ML-DSA-65 that is 4416 bytes, so only the top bits are published.

The veri�er is then working with an approximation

That last dropped term can push a coe�cient into the next bucket.

The hint is one bit per coe:cient saying step across

At most ω of them are set, which is what bounds the signature size.

Dropping 13 bits shrinks the veri�cation key from 4448 bytes to 1952

The hints cost far less than the bits they save. This is the (ddliest part of ML-DSA to implement correctly.
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ML-DSA signing: inside the loop
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Signing has no worst case, and your watchdog needs to know
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Deterministic, hedged, and where the randomness comes from

Hedged mixes 32 bytes of fresh entropy with secret seed; degrades gracefully to deterministic if RNG fails.
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ML-DSA signing: before the loop
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Signing and verifying are not the same job
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ML-DSA: veri,cation

One pass, no loop, no randomness.
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Signature sizes, across every option you have

Scheme Signing key Veri5cation key Signature

ML-DSA-44 2560 B 1312 B 2420 B

ML-DSA-65 4032 B 1952 B 3309 B

ML-DSA-87 4896 B 2592 B 4627 B

FN-DSA-512 (draft) 13953 B 1793 B 1280 B

SLH-DSA-SHA2-192s n/a 48 B 16224 B

XMSS-SHA2_20_256 2573 B 64 B 2820 B

RSA-3072 384 B 384 B 384 B

ECDSA-P256 32 B 64 B 64 B

FN-DSA has the smallest signatures and needs 5oating-point arithmetic, a poor (t for most microcontrollers. 

SLH-DSA has the smallest veri(cation key, which is why it appeals for a root of trust in fuses.
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ML-DSA: the three parameter sets
q = 2²³ - 2¹³ + 1 = 8380417, ζ = 1753 and d = 13 for all three

Scheme lambda gamma1 k l eta tau beta omega Category

ML-DSA-44 128 217 4 4 2 39 78 80 2

ML-DSA-65 192 219 6 5 4 49 196 55 3

ML-DSA-87 256 219 8 7 2 60 120 75 5

Expected signing attempts: 4.25, 5.1 and 3.85. ML-DSA-65 needs more attempts than ML-DSA-87, so higher 

security does not always mean slower signing.
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Part 4 in ,ve lines

ML-DSA is Schnorr with polynomials

A sparse plus and minus one challenge, and a rejection loop.

The loop exists so the published response carries no information about the private key

Same lesson as an ECDSA nonce.

Signing is variable-time by construction, with no worst case

Budget a percentile and design the watchdog around it. Veri(cation is single-pass and (xed.

Rounding and hints exist to shrink the public key

They are the (ddliest part to implement correctly.

Use hedged signing

Unless you have a speci(c, written reason not to.



ewNA26

LIVE DEMO 3  ·  8 MINUTES

Real ML-DSA, and a look inside the loop

Switch to the notebook.  Section 5, cells 31 to 37.

What runs

A complete FIPS 204 implementation. Generate a key, sign a message, verify it, then check that the average 

number of rejection rounds matches the /gure FIPS 204 predicts.

What to watch for

The rejection counter. Sign the same message twenty times in hedged mode and watch the attempt count vary 

from one to a dozen. That spread is the timing tail from the last part, measured. Then 4ip one byte of the 

message and watch veri/cation reject it.
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Making it %t

RAM, energy, silicon: where the time goes, what runs out <rst, and what to put on 

the die
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What it costs with no accelerator at all
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The one result that surprises everybody

ML-KEM-768 encapsulation costs roughly one X25519 scalar multiplication

About 0.7 million cycles either way, on a Cortex-M4. Post-quantum key exchange is not slow. It never was.

ML-DSA signing is genuinely more expensive

Around four million cycles, against about 1.2 million for an ECDSA-P256 signature. Still tens of milliseconds, not 

seconds.

So cycles are not what runs out �rst

RAM is. Then 5ash. Then the link. Then, on a battery, energy. Cycles come fourth or (fth.

Which is why the next three slides are not about speed

They are the three budgets that actually decide whether this (ts your part.
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The RAM wall
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Fitting it in: what you can actually trade

RAM you can get back

▸ Expand A on the Dy: avoids 

buCering all 30 kB of A in RAM.

▸ Stream message into SHAKE: 

pure ML-DSA without 2 MB in 

RAM.

▸ Work in the NTT domain and 

in place, reusing one buCer.

▸ Read public keys straight out of 

Dash (they are read-only).

Flash you can get back

▸ Ship one parameter set, not a 

library that supports six.

▸ A verify-only build drops the 

sampler, the rejection loop 

and the RNG plumbing.

▸ Share SHAKE with whatever 

else on the part already 

hashes.

What you pay with

▸ Cycles: two to three times 

slower for the memory-

optimised path.

▸ Design time: streaming code 

is harder to get right and 

harder to keep constant 

time.

▸ Nothing else. There is no 

security cost to any of this.

None of these is a research result. All of them are in published implementations you can read today.
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On a battery device, the bytes cost more than the arithmetic



76

Adding butter3ies: what you get

One butter?y core takes 1024 cycles for a 256-point NTT. Two butter?ies halve it to 512; four butter?ies hit 256 cycles. Beyond four, memory 

bandwidth dominates.
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Where do the twiddle factors come from?

Store all 255 twiddles in ROM, generate them on the ?y with chained multipliers, or use a hybrid stage-root register table.
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Modular reduction: four choices

Barrett, Montgomery, shift-and-add, and table-based reduction. The modulus shape decides which one wins.
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A uni,ed polynomial core

An ML-DSA coe8cient is 23 bits; two ML-KEM coe8cients are 24. So one 24-bit lane carries either, and one core runs two ML-KEM polynomials 

at once.
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Keccak: the block that decides your throughput
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The result that decides how you size the two blocks
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A complete PQC engine
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Where it goes in the SoC
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Three design points

Ask four questions before you draw a block diagram: how often does the operation happen, do you need signing or only veri�cation, is the part in 

an attacker's hands, and do you already have a Keccak block?
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What leaks, where
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The constant-time checklist
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Part 5 in ,ve lines

RAM runs out before cycles do

Generate A on the Ly, stream the message, and reuse one buMer. Trade cycles for RAM every time.

On a battery, the bytes cost more than the arithmetic

Pick a signature scheme by size, not by speed.

Accelerate Keccak before the NTT

Then measure again, because the bottleneck moves.

Both moduli were chosen to make reduction cheap

Use that. Do not write a generic modular multiplier.

One 24-bit datapath serves both schemes

The diMerence lives in the control unit, and control bugs are the hard ones.
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The migration playbook

What to change in your product, and in what order
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Four steps, in this order

1

Inventory

Find every place you use 

public-key cryptography, and 

every key that is burned in

2

Hybrid the key 
exchange

Classical and post-quantum 

together, so you �x the 

retroactive risk �rst

3

Design for agility

Algorithm identi�ers, dispatch 

tables, and buCers sized for 

kilobytes

4

Fix secure boot

The earliest deadline and the 

longest lead time, because it is 

decided in silicon

The order matters. Step 1 costs nothing and makes the problem (nite.
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Step 2: hybrid the key exchange
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Where the veri,cation key lives, and why it may not ,t

What you have room for

▸ An ECDSA P-256 public key 

is 64 B, or 512 bits.

▸ A user OTP or fuse area is 

often a few hundred to a few 

thousand bits, and it is 

shared with serial numbers, 

lifecycle state and debug 

locks.

What you are being 
asked to store

▸ An ML-DSA veri,cation key 

is 1312, 1952 or 2592 bytes.

▸ That is 10 to 20 thousand 

bits. It does not ,t an OTP 

area, and in mask ROM it 

cannot ever be changed.

▸ LMS and SLH-DSA keys are 

32 to 64 B, which is why they 

suit a fuse-held root.

The pattern that works

▸ Put a 32-byte hash of the 

veri,cation key in OTP.

▸ Keep the key itself in Lash 

beside the image, hash-check 

it, then verify with it.

▸ 32 bytes of OTP for any 

scheme, any size, and you 

can rotate the key without 

new silicon.

This one decision, made before tape-out, is the di@erence between a (rmware update and a product recall.
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Firmware signing: the three candidates side by side

LMS / XMSS ML-DSA SLH-DSA

Standard SP 800-208 FIPS 204 FIPS 205

Veri5cation key 32 to 64 B 1312 to 2592 B 32 to 64 B

Signature 1 to 5 kB 2.4 to 4.6 kB 8 to 30 kB

Veri5er code very small moderate small

Veri5er needs a hash only polynomial arithmetic a hash only

Veri5er RAM ~2 kB ~8 to 35 kB ~2 kB

Signer state must never repeat stateless stateless

Signatures per key �nite unlimited unlimited

In CNSA 2.0 yes, for �rmware yes, general not listed

The pattern most designs land on: a tiny hash-based veri(er in ROM, which authenticates a loader containing 

the full ML-DSA implementation for everything above it.



92

Pick your pro,le, then stop arguing about it

Deeply embedded, 8 to 32 kB Mainstream MCU, 64 to 512 kB Gateway or MPU

Key exchange
ML-KEM-512 or 768 if you need a 
session at all; often a pre-shared 

symmetric key is the right answer
ML-KEM-768, hybrid with X25519

ML-KEM-768 hybrid, straight 
from the TLS library

Verify on device LMS or SLH-DSA out of fuses
hash-based root in ROM, ML-DSA-65 

above it
ML-DSA-65 with certi3cates

Sign on device
do not; attest with a symmetric MAC or 

a secure element
ML-DSA-65, hedged, from a task and 

not an interrupt
yes, and worry about handshake 

bytes instead

Implementation
memory-optimised C, one parameter 

set, A generated on the 5y
pqm4-class assembly, or reuse an on-

chip SHA-3 block
liboqs, or OpenSSL 3.5 and later

Where to spend 5ash and RAM Keccak throughput certi3cate and handshake size
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Where the ecosystem actually is
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A checklist for your next design review
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Part 6 in ,ve lines

Start with the inventory

It costs nothing and makes the problem (nite.

Hybrid the key exchange �rst

It (xes the retroactive risk without betting on new mathematics.

Design for agility now

It is the di@erence between an update and a recall.

Put a hash of the veri�cation key in fuses, not the key

32 bytes buys you every scheme and the right to change your mind.

The libraries and protocols are ahead of the devices

You are the blocker, not the algorithm.



96

Ten things worth remembering
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One last thought

The mathematics in this session is about thirty years old

The standards are two years old. The libraries work today.

The thing most likely to stop your product from migrating is not a lattice

It is a bu@er size, a fuse area, a mask ROM, or a schedule.

All four of those are engineering problems

Which is to say, they are your problems, and they are solvable.
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Where to read more

The standards themselves

▸ FIPS 203, ML-KEM

▸ FIPS 204, ML-DSA

▸ FIPS 205, SLH-DSA

▸ SP 800-208, LMS and XMSS

▸ They are readable, and the pseudocode is 

complete.

Practical material

▸ CNSA 2.0 FAQ, for the dates

▸ NIST CMVP and ACVP, for test vectors

▸ pqm4, Cortex-M4 cycle and stack numbers you can 

reproduce

▸ liboqs and OpenSSL 3.5, to compare against

▸ Start with pqm4 if you want numbers for your 

own part.
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Thank you

Questions, arguments and war stories all welcome.

Bardia Taghavi  ·  PQSecure Technologies

 Come and /nd me at the PQSecure booth if you want to talk about a speci/c part.
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